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This paper presents iMPAcT tool that tests recurring common behavior on Android mobile applications. The
process followed combines exploration, reverse engineering and testing to automatically test Android mobile
applications. The tool explores automatically the App by firing UI events. After each event fired, the tool
checks if there are UI patterns present using a reverse engineering process. If a UI pattern is present, the tool
runs the corresponding testing strategy (Test Pattern). During reverse engineering the tool uses a catalog of
UI Patterns which describes recurring behavior (UI Patterns) to test and the corresponding test strategies (Test
Patterns). This catalog may be extended in the future as needed (e.g., to deal with new interaction trends).
This paper describes the implementation details of the iMPAcT tool, the catalog of patterns used, the outputs
produced by the tool and the results of experiments performed in order to evaluate the overall testing approach.
These results show that the overall testing approach is capable of finding failures on existing Android mobile
applications.
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1 INTRODUCTION
Since the release of the iPhone in 2007 [15] and of the first Android smart phone in 2008 [9, 70],
smart phones have started to greatly increase their sales. In fact, in 2013 both Android’s Google
Play and Apple’s App Store surpassed the threshold of one million available applications and fifty
billion downloads [43]. The dimension of this market generated a high level of competitiveness
where it is extremely important to ensure the quality of an application that must be as flawless as
possible to become popular. Furthermore, the number of business critical mobile applications, like
mobile banking applications, is also increasing, which makes it even more important to ensure their
functional correctness. However, peculiarities of mobile applications, such as their event-based
nature, new development concepts like activities, new interaction gestures and limited memory,
make the testing process of mobile applications a challenging activity [6, 56].
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According to the World Quality Reports 2014-15 [22] and 2015-16 [21], the number of organi-
zations performing mobile testing is growing from 31% in 2012 to 55% in 2013, near 87% in 2014
and 92% in 2015. Both reports mention that the greatest challenge for mobile testing is the lack of
the right testing processes and methods, followed by insufficient time to test and the absence of
in-house mobile test environments. Moreover, the 2015-16 report states that in 2015 there was a 9%
increase in the amount of IT budget allocated to QA and Testing. As such, it is extremely important
to automate mobile testing.
The test automation process can be focused on the test case execution and/or on the test cases

generation [58]. In order to execute test cases automatically there are several problems that need
to be tackled, such as dealing with the huge variety of devices and platforms, which hardens the
maintenance of the test scripts. A technique that enables the automation of test cases generation
is Model Based Testing (MBT) [16, 47, 55, 68, 71], in which the test cases are generated from a
specification/model.

The two main issues of MBT are 1) the need for an application model, whose manual construction
is a time consuming and failure prone process and 2) the combinatorial explosion of test cases,
which makes test execution infeasible. The first problem may be tackled by increasing the level of
abstraction of the models and/or by obtaining part of such model by a reverse engineering process
of the application under test (AUT). The latter may be tackled by carefully selecting a subset of the
final tests to execute and/or by focusing the tests on specific areas of the AUT. This is the case,
for instance, of the Pattern Based GUI Testing project (PBGT) [31, 51, 53–55], which aims to test
recurring behavior, also known as User Interface (UI) patterns.

Christopher Alexander [3] first defined patterns in architecture as a representation of the “current
best guess as to what arrangement of the physical environment will work to solve the problem
presented". Generalizing this concept, one can assert that a pattern is a recurring solution for a
recurring problem.

There are some studies that show the usefulness of using patterns to test mobile applications. In
2009, Erik Nilsson [61] identified some recurring problems when developing an Android application
and the UI design patterns that could help solve them. In 2013, Sahami Shirazi et al. [66] studied
the layout of Android applications trying, among others, to check if those layouts contained
patterns. They concluded that 75.8% of unique combinations of elements appeared only once in the
application. This study was conducted taking into consideration a static analysis of the layout and
its elements. There is also some literature on the presence of patterns in mobile applications, such
as [59].
As previously stated, software reverse engineering techniques may be a valuable asset to the

MBT process since they may obtain (part of) the model from the application to test [2, 25, 62, 72].
In 1990, Chikofsky and Cross [23] defined it as “the process of analyzing a subject system to 1)
identify the system’s components and interrelationships and 2) to create representations of the
system in another form or at a higher level of abstraction".

This paper presents an approach and tool (iMPAcT) to automate the testing of mobile applications.
It is an iterative process that combines reverse engineering and testing. It automatically explores
the mobile application while trying to identify recurring behavior (pattern matching) to test. The
whole process is based on a catalog of patterns that defines which type of behavior should be
searched (UI Patterns) and the test strategies that can be applied in order to ensure the behavior is
correctly implemented (Test Patterns).
This paper extends the research work presented in [25] by improving some sections and by

describing the testing tool inmore detail. First of all, the implementation of the exploration algorithm
was improved with some heuristics in order to fire more events on the AUT. For instance, the
up button is only pressed when there are no more events to fire on the current screen. Secondly,
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a new UI Pattern is introduced (TabScroll), along with the corresponding Test Patterns, and the
case study is extended accordingly. Thirdly, the visualization of the iMPAcT tool outputs were
improved, namely by providing a state machine representing the different screens traversed during
the exploration and the events that move along them. Finally, this paper adds a discussion comparing
the iMPAcT tool with other approaches.

The remaining of this paper is structured as follows: Section 2 presents related work about mobile
test automation and mobile reverse engineering; Section 3 presents the testing approach followed,
including details on the implementation of the iMPAcT tool; Section 4 describes the catalog of
patterns currently tested by the iMPAcT tool; Section 5 presents how the tool results are visualized;
Section 6 presents some preliminary results; Section 7 discusses the results obtained and compares
the iMPAcT tool with other approaches; and Section 8 draws some conclusions.

2 RELATEDWORK
The work presented in this paper focuses on two main research fields: mobile test automation and
mobile reverse engineering.

2.1 Mobile Test Automation
Mobile application testing (henceforth mobile testing) has been gaining interest by researchers
because it is necessary to study either how to adapt the web and desktop testing approaches to
mobile applications or how to define new approaches as Muccini et al. concluded in their study on
the challenges and future research directions of mobile testing in 2012 [56].
From the eight main purposes for Verification and Validation (V&V) identified in the System

and software Quality Requirements and Evaluation ISO [44], test automation approaches focus
mostly on 1) functional testing, i.e., verifying “the degree to which a product or system provides
functions that meet stated and implied needs when used under specified conditions" [30, 37, 60, 69],
2) reliability, i.e., “degree to which a system, product or component performs specified functions
under specified conditions for a specified period of time” [35, 67], 3) security, i.e., “degree to which
a product or system protects information and data so that persons or other products or systems
have the degree of data access appropriate to their types and levels of authorization” [17] and 4)
maintainability, i.e., “degree of effectiveness and efficiency with which a product or system can be
modified by the intended maintainers" [1, 73].
When automating mobile testing it is necessary to have a model or a test oracle of the AUT.

Otherwise, the testing process is prone to only finding crashes. However, the type of information
the model/oracle contains differs according to the final goal: it may contain the alleged behavior of
the AUT (e.g., Nguyen et al. [60]), the correct life cycle an application should follow (e.g., Franke et
al. [35]), the correct filtering of intents (e.g., Avancini and Ceccato [17]) or even information on
how to classify the purpose of the application according to its description (e.g., Gorla et al. [37]).
The output of the approaches is either a test suite (when the goal is to generate test cases) or the
result of the test itself.

The market also offers some tools that can ease the generation of test cases, such as the Monkey
tool1, which generates random sequences of events, and that can ease the execution of test cases.
In fact, Google offers two official frameworks: Espresso2, which is a single application testing
framework launched on December 2014, and UIAutomator3, which is a cross-application testing
framework whose first version was launched on November 2012 and latest version was launched

1http://developer.android.com/intl/es/tools/help/monkey.html
2http://developer.android.com/training/testing/ui-testing/espresso-testing.html
3http://developer.android.com/training/testing/ui-testing/uiautomator-testing.html
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on March 2015. Before these frameworks were available, the most common one was Robotium4,
launched in January 2010, which offered a simple testing API that worked on any device regardless
of its Android version and, thus, rapidly spread within the community.

2.2 Mobile Reverse Engineering for Testing
As stated in Section 1, software reverse engineering aims at obtaining an abstraction of the ap-
plication under analysis by identifying its components and interrelationships. There are several
approaches that target desktop [28, 29, 38, 39, 64] and web [5, 48, 50, 57, 65] applications. How-
ever, we only consider research on reverse engineering of mobile applications. Moreover, only
approaches targeting Android applications are considered because this is the operating system
targeted by our approach and only a small number of researchers focus on other operating systems
(e.g., Joorabchi et al. [46], who targets iOS applications and Franke et al. [34], who targets Android,
iOS and JavaME).
The majority of the mobile reverse engineering approaches either intend to comprehend the

application by obtaining models that describe it and its functionalities, i.e., Model Recovery, or to
ensure its correct functioning, i.e., Verification and Validation (V&V), with a higher focus on the
latter. In fact, even when the goal of the reverse engineering approach is model recovery, its ultimate
goal is often to use these models to improve the testing process, such as Joorabchi and Mesbah
[46], who infer a model of the application’s UI states stating they intend to use it to smoke test iOS
applications, and Yang et al. [72], who obtain a model of the application’s behavior with intentions
of using it as the base for a MBT approach. Hence, this Section mainly considers approaches whose
main goal is to test the application under analysis.

There are mainly three types of reverse engineering: static, which solely analyses the source code
(or byte code) of the application; dynamic, which only considers the runtime information of the
application; and hybrid, which takes advantage of the information extracted from both the source
code and the runtime execution information. There are some works that statically analyze mobile
applications but they usually focus security issues [18, 32, 63]. The vast majority of approaches
either applies a hybrid approach, such as Hu et al. [41], who find and classify bugs in Android
applications or a dynamic approach. However, most approaches that analyze the application during
runtime, either run the application on an instrumented version of the emulator like the Dalvik VM
or use an instrumented version of the AUT. Instrumenting the system means that a device/normal
emulator can not be used and instrumenting the AUT means the application needs to be pre-
processed before the testing process. In both cases, the runtime execution of the application is
affected. Moreover, even when the instrumentation of the AUT is made automatically, maintaining
an instrumented code is a difficult chore.

The main limitation of the approaches using reverse engineering is the lack of prior knowledge
about the AUT. This restricts the aspects of the AUT that can be tested and it is the reason
why no approach focuses functional sustainability testing and why most approaches focus on
detecting crashes or unwanted accesses. Using the classification of the System and software
Quality Requirements and Evaluation ISO, most approaches focus on reliability [6, 41, 42], security
[18, 32, 49] and maintainability [8, 36, 45].

2.3 Pattern-based Testing
The simplest definition of pattern is a recurring solution for a recurring problem.

4http://robotium.com/
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One of the most well-known patterns found on applications’ UIs is the login/password. In this
case the goal is to identify who is trying to access private parts of the application without the
proper authorization.
As stated in 1, there are studies about the presence of patterns in mobile applications [61, 66]

and Theresa Neil presented a compilation of some of these patterns [59].
Considering this, some approaches try to take advantage of their presence in order to ease the

testing of mobile applications. The main difference between the different approaches is the type
of patterns considered. Even though approaches like Batyuk et al.’s [18] and Shahriar et al.’s [67]
focus on malicious intents and memory leaks, respectively, most patterns relate to the UI of the
applications [4, 30, 40, 41, 73] and, thus, there are some similarities between them. Amalfitano et
al.’s GUI and event patterns [4] can be compared to the UI Patterns presented by Costa et al. [30]
as they represent behaviour commonly observed on mobile applications and Costa et al.’s UI Test
Patterns can be compared to Holl and Elberzerger’s patterns [40] as they illustrate how a failure
on the AUT can be detected. Even though Hu and Neamtiu [41] focus on detecting failures, they
are more focused on the faults that originated them. Yu and Takada [73], on the other hand, just
classify the type of events that can be fired.
The approach presented in this paper applies a dynamic reverse engineering approach that

neither requires instrumenting the source code of the AUT nor uses an instrumented version of the
emulator. Therefore, it does not interfere with the behavior of the application nor does it involve
any pre-processing. By taking advantage of the presence of the UI patterns and focusing the testing
on these components, the approach is able to detect failures other than crashes. Hence, it is a
functional sustainability testing approach.

3 OVERALL TESTING APPROACH
The testing approach presented in this paper has four main characteristics and is supported by the
iMPAcT (Mobile PAttern Testing) tool:

(1) the reverse engineering process is fully dynamic, i.e., the source code is never accessed and
no code instrumentation is required;

(2) the goal is to test recurring behavior, i.e., UI Patterns;
(3) the whole process is completely automatic;
(4) it is an iterative process combining automatic exploration, reverse engineering and testing.

The iMPacT tool aims at testing recurring behavior, the so called UI Patterns. The tool is able to
identify and test the UI Patterns that belong to a catalog (presented in Section 4). However, the tool
is built so that it is possible to extend the catalog as needed (for instance, to include new interaction
trends).

3.1 Patterns
The patterns considered in this approach are formally defined inside a catalog. Hence, a pattern is
represented by the tuple <Goal, V, A, C, P>, in which:

Goal is the ID of the pattern;
V is a set of pairs [variable, value] relating input data with the variables involved;
A is the sequence of actions to perform;
C is the set of checks to perform;
P is the precondition (boolean expression) defining the conditions in which the pattern should

be applied.
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ALGORITHM 1: iMPAcT tool execution algorithm
explorinд = true;
while (explorinд) do

call f ire_event ;
call f ind_U I_patterns;
if (U I_pattern_is_f ound) then

call apply_test_pattern;
end
read explorinд;

end

In other words a pattern is represented as

Goal[conf iдuration] : P− > A[V ]− > C (1)

, i.e., for each configuration of a goal Goal[configuration], if the pre-condition (P) is verified, a
sequence of actions (A) is executed with the corresponding input values (V). In the end, a set of
checks (C) is performed.
In this paper, two types of patterns are considered: UI Patterns and Test Patterns. A UI Pattern

may be directly related to the application GUI (such as Action Bar, Side Drawer, Login/Password),
or to system events (such as rotating the screen, receiving an incoming call or losing wireless
connectivity). A Test Pattern is a generic test strategy that is able to test the behavior of the
corresponding UI Pattern.
The same formalization of a pattern is used for both the UI Patterns and the Test Patterns.

However the meaning of the items have slightly different interpretations in each case. In an UI
Pattern, P defines when to verify if the pattern exists, A defines the actions to execute in order
to verify if the pattern is present and C validates the presence of the UI Pattern. On the other
hand, in a Test Pattern, P defines when the test should be executed (which includes checking if the
corresponding UI Pattern exists), A defines the sequence of actions to execute in order to test if
the corresponding UI Pattern is correctly implemented and C works as the final assertions that
indicate if the test passes or fails.

3.2 The iMPAcT tool
The testing approach presented in this paper is supported by the iMPAcT tool5[26], which automates
the testing of the recurring behavior (UI patterns) present on Android mobile applications. Both the
tool and the patterns are implemented in Java. The tool was developed based on the Google’s API
UiAutomation6 to read the screen of the device and Google’s API UI Automator to interact with the
device. The iMPAcT tool works in iterations of three phases: the iMPAcT tool continuously explores
the AUT (Explorer) while trying to identify the presence of UI Patterns (find_UI_patterns), then
it tests them (Tester), i.e., applies the associated Test Pattern. The iMPAcT tool presents different
outputs: the matched patterns, i.e., which UI Patterns are present in the application, the failures,
i.e., which of those patterns are not correctly implemented in the AUT and a Finite State Machine
(FSM) representing the screens of the AUT and how to navigate through them.

Algorithm 1 shows the general implementation of the approach.
The fire_event method executes events on the AUT, find_UI_patterns tries to detect the presence

of UI Patterns and finally apply_test_pattern executes the corresponding test strategy (Test Pattern)
5//web.fe.up.pt/ apaiva/pbgtwiki/doku.php?id=impact
6https://developer.android.com/reference/android/app/UiAutomation.html
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ALGORITHM 2: Function get_current_screen()
child = screen_root . f irst_child ;
while (child exists) do

add child to parent ;
child = child_o f _the_child ;

end

ALGORITHM 3: Function node.get_possible_events()
if node_is_editable then

add Edit_event to the node;
end
if node_is_checkable then

add check_event to node;
end

when an UI Pattern is found. Further details on each of these methods are presented ahead in this
Section. Each Pattern contains a goBack() method that attempts to bring the application back to the
point it was before the test took place. However, this may not be possible, because the test itself can
change the state of the app being tested and moving back does not guaranty the app will be in the
same state as before the test. For example, if the test consisted in changing the screen orientation
the goBack() method would consist in rotating the screen back to the original orientation. If this
test provokes the disappearance of a pop-up (a dialogue), the state after the test will not be the
same as before the test.

3.2.1 Exploration. The exploration analyses the current state of the application and decides
which event to fire.

A state of the application is defined by the hierarchy of the elements present in the current
screen, i.e, a tree representing the layout of the screen in which each node (child in Algorithm 2)
is an element of the screen. Further explanation on state definition is on Section 5. The elements
that are visible on the screen (e.g., buttons, check boxes) are designated as widgets. Algorithm 2
implements the construction of this tree.
Each of these nodes may be associated with executable events, e.g., click, edit, check. These

events may vary for the same type of element. For instance, it is usually possible to click on a
button but, sometimes, it is also possible to long-click it, i.e., to press for a period of time instead of
immediately lifting the finger. The identification of the events enabled for an element of the screen
(a node of the tree) is implemented in Algorithm 3.

Currently, the events fired by iMPAcT tool that mimic user interactions are: “click”, “long click”,
“check” and “edit”.

The other events implemented by the tool (namely, “scroll”, “swipe” and “rotate screen”) are used
only during the testing phase, not fired during the exploration phase and so, their goal is not to
mimic user actions.

In previous work [25], the decision of which event to execute was completely random. However
this process was improved in order to allow firing more events. Currently, when identifying the
events that can be executed on a certain screen (get_possible_events in algorithm 4), the tool
prioritizes:
(1) not yet executed events that belong to a list;
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ALGORITHM 4: Function fire_event()
call дet_current_screen;
forall node in screen do

call node .дet_possible_events
end
call choose_event ;
call execute_event ;

ALGORITHM 5: Functions: find_UI_patterns() and apply_test_pattern()
if pattern_precondition_holds then

call execute_pattern_actions;
call veri f y_pattern_checks;
if checks_are_met then

return true;
else

return f alse;
end

else
return f alse;

end

(2) not yet executed events except clicking on the Up Button of the action bar which takes the
AUT back to a previous state;

(3) events that were already executed but that lead to a screen that still has events to be executed;
(4) click on the Up Button.

If there are no events available the back button of the device is pressed.
The exploration phase can be summarized in Algorithm 4, which implements the fire_event()

method of Algorithm 1.
When the exploration gets to the home screen of the device, the exploration ends, i.e., the stop

condition of the exploration process is reaching the home screen which can be forced by the tester
by pressing the home button when desired .

3.2.2 Pattern matching. After an event is fired, pattern matching takes place, i.e., the tool tries
to identify which UI Patterns are present on the application under test at that moment. This
corresponds to the find_UI_patterns() method of Algorithm 1.
Matching an UI Pattern consists on verifying if its pre-condition holds, executing the actions

necessary and verifying if all checks are met. If so, the UI Pattern is considered found.

3.2.3 Testing. Whenever an UI Pattern is detected, the corresponding Test Patterns are applied:
verify if the precondition is met, execute the necessary actions and verify the checks to decide if the
test passes or fails. If everything goes smoothly, i.e., if all checks are true, the test passes. Otherwise,
the test fails. At the end a report is generated. This corresponds to the apply_test_pattern() method
of Algorithm 1. If no UI Pattern is found in the pattern matching phase, this phase is skipped.

Both finding an UI Pattern and applying a Test Pattern follow Algorithm 5.
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4 PATTERNS CATALOG
One of the most crucial aspects of this approach is the catalog of patterns as it defines what will be
tested and how. This catalog consists on a set of UI Patterns and the corresponding Test Patterns,
i.e., the test strategies. A first draft of Test Patterns is described in [24].

This Section describes the pairs (UI Pattern - Test Patterns) currently implemented on the iMPAcT
tool. These patterns are based on the guidelines provided by Android on how to design applications
[12] and on how to test them [10]. The patterns presented in this Section are a subset of the many
patterns that may be encountered in mobile applications. According to the guidelines provided by
Android 7, they can be classified belonging to the categories “Visual design and user interaction”
and “Functionality”. At this point in time, we are not covering “Compatibility, performance and
stability”, neither “security”.

4.1 Side Drawer Pattern
The Android OS provides several forms of navigation through different screens and hierarchy. One
of these is the Side Drawer (or Navigation Drawer) UI Pattern [11, 59], i.e., a transient menu that
opens when the user swipes the screen from the left edge to the center or clicks on the App button
on the left of the application’s Action Bar. Figure 1 depicts an example of this UI Pattern.

Fig. 1. Example of the side drawer pattern [11]

The UI Pattern that identifies the presence of a Side Drawer in a screen is defined as:
Goal: “Side Drawer exists"
V: {}
A: [read screen]
C: {“side drawer exists and is hidden"}
P: {true}

The corresponding test strategy (Test Pattern) that checks if the Side Drawer UI Pattern is
correctly implemented, i.e., if it takes up the full height of the screen is defined as:

7//developer.android.com/docs/quality-guidelines/core-app-quality
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Goal: “Side Drawer takes up full height"
V: {}
A: [read screen, open side drawer, read screen]
C: {“takes up the full height of the screen"}
P: {“UIP present && side drawer available && TP not applied on current activity"}

The main challenge of implementing this pattern is on how to identify the side drawer element.
This was achieved by following an heuristic that identifies an element as the root of the side drawer
when it has all of the following characteristics:

• it does not take up the whole screen;
• it starts on the left edge of the screen;
• it does not take up the full width of the screen;
• it takes up at least half of the height of the screen;
• it is not the root of the screen
• it sits on top of other elements, i.e., there are items behind it;
• screen must not contain a pop-up;
• the hierarchy of elements follow one of these aspects: a) the element is an only child, is of
the type listView or frameLayout, its parent is a view and its grandparent is a frameLayout; b)
the element is not an only child and is either a frameLayout or a linearLayout.

The items of the previous list were inferred by analyzing the structure of the side drawer in different
mobile applications. All these applications were available in the Google Play Store and presented a
Side Drawer.

4.2 Orientation Pattern
Android devices have two possible orientations: portrait and landscape, as depicted in a and b of
Figure 2, respectively.

Fig. 2. Example of the possible orientations: a) portrait and b) landscape

When rotating the device, the screen of the application also rotates and its layout is updated.
However, according to Android’s Guidelines for testing [10] there are two main aspects the devel-
opers should test: no user input data should be lost, i.e., all the content that the user has entered,
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such as text in an edit text, or check on a check box, is still present after the rotation, and widgets
should not disappear when rotating the screen. Figure 2 depicts a rotation of the screen in which
some widgets present in the first screen (a) disappear from the the second one (b). However, this is
not a failure as the items were simply dislocated due to lack of space. In order to avoid defining
this situation as a failure, after a rotation, the screen is scrolled and the new elements are added to
the screen’s internal representation. The “scroll screen” action is needed to allow access to the full
tree of GUI elements on the screen, in addition to those that are visible before scrolling.

The UI Pattern Orientation is defined as:
Goal: “Rotation is possible"
V: {}
A: []
C: {“it is possible to rotate screen"}
P: {“true"}

The corresponding Test Patterns are defined as:
Goal: “Data unchanged when screen rotates"
V: {}
A: [read screen, rotate screen, read screen, scroll screen, read screen]
C: {“user entered data was not lost"}
P: {“UIP is present && user data was entered && TP not applied on current activity"}

and
Goal: “UI main components are still present"
V: {}
A: [read screen, rotate screen, read screen, scroll screen, read screen]
C: {“main components still present"}
P: {“UIP is present && TP not applied on current activity"}

The comparison of the before and after rotation screens reports a failure when one of the following
situations occurs (these situations were inferred by analyzing different mobile applications from
the Google Play Store):
(1) only one of the screens is a pop-up;
(2) only one of the screens has a side drawer;
(3) a widget is present on the first screen but not on the second one.
If a side drawer is detected in both screens, only the widgets contained within it are compared.
The main challenge of implementing this pattern is the match between the widgets from the first

screen (before rotation) with the ones from the second screen (after the rotation). This is difficult
because widgets do not have a unique ID. This match is achieved by comparing all the properties
of the widgets except their position on the screen and user inserted data.
However this does not completely solve the problem as there are some widgets that are only

distinguishable by their position, e.g., check boxes within a list. Thus, in order to compare this type
of widgets the text next to them is identified and compared.

4.3 Resources Dependency Pattern
Several applications use external resources, such as GPS or Wifi. Moreover, several of these are
dependent on the availability of those resources. As such, it is important to verify if the application
does not crash when the resource is suddenly made unavailable as indicated by [10].

The UI Pattern is defined as:
Goal: “Resource in use"
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V: {“resource", resource_name}
A: [read resource status]
C: {“resource is being used by the app"}
P: {“true"}

The corresponding Test Pattern is defined as:
Goal: “Application does not crash when resource is made unavailable"
V: {“resource", resource_name}
A: [read screen, turn resource off, read screen]
C: {“application did not crash"}
P: {“UIP && TP not applied on current activity"}

Examples of values for the resource_name are wifi, 3G signal, GPS and Bluetooth.
The main challenge in implementing this pattern is to check whether the application crashed.

This is achieved by verifying if a screen has both the following characteristics:
• it is a pop-up;
• its package name is “android".

4.4 Tab-Scroll Pattern
In some applications it is possible to find tabs, such as Facebook, Twitter or Skype. A tab (Figure 3)
“makes it easy to explore and switch between different views or functional aspects of an application
or to browse categorized data sets" [14].

Fig. 3. Example of a tab

There are some design guidelines regarding tabs [19, 20] that should be followed to improve
user experience: 1) there should only be one set of tabs so that it is obvious which content is being
displayed; 2) swiping the screen horizontally should only change the selected tab, i.e., there should
be no widget enabling horizontal scroll apart from the one handling the tabs; and 3) as this catalog
concerns Android applications, tabs should be located on the upper part of the screen (“Android’s
tabs for view control are shown in action bars at the top of the screen" [13]) unlike what happens
in iOS applications (“A tab bar always appears at the bottom edge of the screen"[33]).

The corresponding UI Pattern is defined as:
Goal: “Presence of Tabs"
V: {}
A: [read screen]
C: {“There are tabs present"}
P: {“true"}

The corresponding Test Patterns are defined as:
Goal: “Only one set of patterns"
V: {}
A: [read screen]
C: {“there is only one set of tabs at the same time"}
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P: {“UIP && TP not applied on current activity"}
and

Goal: “Horizontally scrolling a widget should change the selected tab"
V: {}
A: [read screen, swipe scrollable widget horizontally, read screen]
C: {“the selected tab changed"}
P: {“UIP && TP not applied on current activity"}

and
Goal: “Tabs position"
V: {}
A: [read screen]
C: {“Tabs are on the upper part of the screen"}
P: {“UIP && TP not applied on current activity"}

The main challenge in implementing this pattern is to identify whether an item is horizontally
scrollable as the properties provided by UiAutomation only indicate whether or not it is scrollable.
This is achieved by trying to horizontally scroll each of the scrollable widgets present in the screen
and verifying if the tab selection changed.

All the patterns presented so far share the challenge of how to detect if a Test Pattern was already
applied to a screen, i.e., how to differentiate them. This is important so that the testing approach
does not apply the same pattern more times than necessary thus saving time. This is described in
more detail in Section 5.

5 VISUALIZATION OF THE RESULTS
In [25], the results obtained by the iMPAcT tool consisted of the execution trace with information
on the matched UI Patterns and the detected failures (referred to as bugs in [25]). Throughout the
experiments performed with the tool it was concluded that these reports could be improved.
Currently, the final report provides, apart from the logs, a graphical visualization of the explo-

ration performed by the iMPAcT tool as a Finite State Machine (FSM), in which states are activities
(an unique screen) of the application and transitions (arrows) are events fired. Hence, an arrow
connecting state A with state B represents the event that when fired in state A causes a change to
the state B of the application. The arrows are labeled with numbers representing events fired by
the tool. An event has an id and information about the element in which it has occurred.

At this moment, the FSM generated is useful for reproducing the failures found. However, it may
also be used in the future to prove properties about the mobile applications using model checking.
The UI Automator does not provide information about when the application reaches a new

activity. So, an heuristic is used to identify activities: two screens are considered different if they
do not have any widgets in common. The widgets that belong to an action bar (example in Figure
4) of an application are exceptions. These widgets are not considered in this set as it is expected
that the same action bar, or some of its widgets, are present in different screens of the application,
such as the search button or the more options button.

Fig. 4. Action Bar of the Google Slides application
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Figure 5 depicts the state machine obtained by exploring the Tippy Tipper8 application. The
states are screen shots taken whenever a new screen is detected during the exploration. Screen 0 is
the initial state of the application.

Fig. 5. State Machine of the Tippy Tipper application

Apart from the nodes representing the screens of the application, there may be two extra screens:
the out of AUT Screen, which indicates that the exploration left the application, and the crash Screen,
which indicates that a crash occurred. When an out of AUT Screen is detected, the press back event
is executed in order to go back to the application and continue the exploration. Such a screen is
depicted in the lower left part of the FSM of Figure 5. On the other hand, if an application crashed,
the exploration continues by pressing the Ok button, which is always present in a crash pop-up.
When clicking on an arrow of the FSM, further details on the events it represents are described.

This FSM is extremely useful for comprehending the behavior of the application, depicting its
different states and how one can navigate through the application, and for easing the reproduction
of the failures detected. For example, the path that leads to a failure (in the Orientation Pattern) is
highlighted in bold and may be useful to reproduce the failures detected. In this case, in Screen 0
(the initial state) the user clicks on the "Calculate!" button going to Screen 1. If the screen is rotated
the "Round Down" and "Round Up" buttons disappear.

6 CASE STUDY
In order to validate the overall approach we performed a case study. The goal was to answer the
following research questions:

RQ1: Is iMPAcT tool able to identify failures in Android Mobile Applications?

8https://play.google.com/store/apps/details?id=net.mandaria.tippytipper&hl=en
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RQ2: Does the iMPAcT tool performance depend on the size of the applications? This can be
divided into two sub-questions: a) is the coverage acceptable, i.e., is it able to explore the majority
of the identified events? b) does the whole process take a reasonably amount of time?
For this case study, we selected a set of mobile applications that are either used by other re-

searchers during their validation process [4, 30, 72] or are official Google applications. This set can
be seen in Table 1.

Table 1. Applications tested with the iMPAcT tool

Applications Size (MB) Downloads (x1000) Domain Classification Reviews
Book Catalog 9.81 100-500 Productivity 4.4 3121
Tomdroid 1.0 10-50 Productivity 3.9 737

Tippy Tipper 3.12 100-150 Finance 4.6 792
Google Slides 83.74 10k-50k Productivity 4.1 117,809

Google Calendar 33.25 100k-500k Productivity 4.1 484,095

The results obtained by testing the applications in Table 1 are reported in Tables 2 and 3. In
order to analyze whether the existing patterns were correctly implemented or not, the percentage
of executed events and the amount of time the iMPAcT tool took during the exploration were
gathered.

Table 2 indicates the results obtained when testing different patterns for each application:
• ‘NA’ - Not Applicable means that the Test Pattern was not applied. For instance, when the
AUT does not have a side drawer the tool will not execute the corresponding Test Pattern;

• ‘FF’ - Failure Found means that at least one failure was found in the UI Pattern being tested;
• ‘AF’ - Absence of Failures means that the UI Pattern was detected but no failures were found.

The input value for the resource dependency pattern used in this case study was Wifi.

Table 2. Summary of test results part 1: FF-Failure Found; AF-Absence of Failures; NA-Not Applicable

Applications SideDrawer Orientation Resource (wifi) Tabs-Scroll
Book Catalog NA FF AF FF
TomDroid NA AF AF NA

Tippy Tipper NA AF AF NA
Google Slides AF FF AF NA
Calendar FF FF AF NA

It is known that the orientation change may reveal several failures [7]. In this experiment, the
orientation test pattern was the one that detected more failures.

Some of the orientation failures found are:
• Book Catalog: if we rotate the screen, after a pop-up appears, such pop-up disappears
(illustrated in Figure 6);

• Tippy Tipper: after pressing the Calculate button (Screen 1 on the FSM of Figure 5), the Round
Down button disappears. In fact, it is still present but its text has changed to Down and, thus,
it is not identified as being the same button;

• TomDroid: when the “More Options” menu is open, rotating the screen makes one of the
options (“Search”) disappear from the menu. The search button is now on top of the screen.
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Fig. 6. Rotating the screen makes the dialog disappear.

This is depicted in Figure 7 and may not be a real error (the tester should decide if it is a
development option or a problem);

• Calendar: when selecting the month, a calendar appears but rotating the screen makes it
disappear; when opening theMore Options menu, rotating the screen makes it disappear; and
rotating the screen at any moment makes the action bar disappear;

• Google Slides: rotating the screen after opening the “More options” menu, makes the menu
disappear.

Fig. 7. Rotating the screen makes the Search option disappear

Considering the “tab scroll” pattern, examples of failures found are:
• Book Catalog: when adding a book there are two tabs (“Details" and “Notes") but horizontally
swiping the screen does not change the selected tab. This is depicted in Figure 8.

Considering the Side Drawer pattern, the failures found are:
• Calendar: the Side Drawer does not take up the full height of the screen. This is depicted in
Figure 9.
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Fig. 8. Screen of Book Catalog that contains the tabs: “Details" and “Notes". Horizontally swiping the screen
does not change the selected tab.

Fig. 9. The Side Drawer of the Calendar application does not take up the full height of the screen

The exploration stops when it reaches the home screen of the device, after pressing the back
button. However, this does not guarantee the execution of all the events identified during the
exploration. Moreover, since the process of selecting which events to fire has some randomness,
different executions of the iMPAcT tool may traverse different paths of the app and may result in a
different set of identified events. As such, each application was explored several times in order to
obtain a more accurate percentage of executed events. Table 3 provides the average results of the
several explorations:

• exploration time: average of the time taken by all explorations performed on each mobile
application. This includes both the exploration and the testing (and test case generation)
processes as they are intertwined;

• % of events: average of events fired over events identified in each exploration of each mobile
application;
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• % of events over all explorations: considering all the explorations performed on each ap-
plication, calculates the average of events triggered over the maximum number of events
identified.

The metrics presented in Table 3 provide some information on the coverage achieved by iMPAcT.
Overall, it was possible to cover more than 46% of the events.

Table 3. Summary of test results part 2

Applications % of events
% of events
over all ex-
plorations

Exploration Time

Book Catalog 76 53 16m 49s 90ms
TomDroid 78 68 5m 4s 634ms

Tippy Tipper 93 74 4m 44s 659ms
Google Slides 69 55 19m 47s 512ms
Calendar 66 47 11m 0s 885ms

7 DISCUSSION
The results obtained with the experiments performed show that the iMPAcT tool is able to effectively
explore an Android application while testing its UI Patterns. Even though the exploration may take
some time when dealing with large applications (Google Slides took, in average, almost twenty
minutes), the process is fully automatic and does not require any supervision.
The case study showed that the iMPAcT tool is capable of successfully identifying and testing

the UI Patterns present in mobile applications. However, none of the applications tested presented
failures in the Resource Dependency pattern. This enables us to respond affirmatively to RQ1.
Considering the percentage of events executed over the events identified in each exploration,

all the values are over 60%. For the Tippy Tipper such percentage was even 93%. Considering the
percentage of events fired over the maximum number of events identified on every explorations
for a specific mobile application, such percentage is always over 45% (Table 3). With this data it is
possible respond to the first part of RQ2: the coverage within the exploration is good but when
considering the full amount of events identified throughout all of the explorations, we can conclude
that iMPAcT’s exploration algorithm can still be improved.

The amount of time required to explore the applications never exceeded twenty minutes. Consid-
ering the approach does not require any manual effort enabling the testers to refocus their attention
after starting running iMPAcT, the answer to the second part of RQ2 is affirmative. Nevertheless,
the tester may stop the exploration whenever he wants by pressing manually the home button
obtaining the results produced so far.

The main threat to validity of the approach is its dependence on the exploration algorithm and
the intercalate of the exploration with the testing activity. For instance, it may be possible that
a fired event removes an item from a list and, because of that, it is no longer possible to interact
with the item, while in another execution trace the interaction with the item may take place before
the item is removed. The same may happen after running the test strategies which may make it
impossible to return to previous state. The goal of this paper is not to analyze different algorithms.
However, [27] presents a study on how iMPAcT reacts to different exploration algorithms.

The iMPAcT tool combines MBT with automatic exploration (also known as crawlers or monkey
testing). One of the challenges of MBT is the effort needed to build the model. This is the case, for

Proceedings of the ACM on Human-Computer Interaction, Vol. 3, No. EICS, Article 4. Publication date: June 2019.



The iMPAcT Tool for Android Testing 4:19

instance, of Costa et al.’s work [30], which, alike ours, tests UI Patterns on Android applications.
However, they have to manually build the model of the AUT using their DSL described in [52],
while our approach does not need any model built by the user. Moreover, the UI Patterns they are
able to test can be found in several non-mobile applications while our patterns catalog is composed
of UI patterns specific for the mobile world.

The main problem of crawlers is that they only identify crashes due to the lack of an oracle. One
example of such a tool is the Ripper developed by Amalfitano et al.[4]. There are a few differences
between the Ripper and the iMPAcT tool:

• the Ripper obtains several models from the crawling process, such as FSMs, event-flow graphs
and UML sequence diagrams, while the iMPAcT tool only obtains a FSM of the application;

• even though the Ripper does not require access to the source code of the application for
the crawling process, they need to instrument the application in order to obtain the differ-
ent models previously mentioned. The iMPAcT tool, on the other hand, does not need to
instrument nor access the source code of the application in any of its phases;

• the Ripper generates JUnit tests while the iMPAcT tool saves the logs of the execution, i.e.,
the execution traces, that may be transformed into tests in the future;

• The Ripper only detects crashes while the iMPAcT tool can also detect other types of failures.

8 CONCLUSIONS
Considering the fast increase of the number of mobile applications available at Google’s Play
Store and of the importance these applications have in our daily lives, it is of high importance to
ensure their correct functioning. As most companies and developers prefer to spend as little time
as possible on the testing process, it is necessary to improve its automation.
The iMPAcT tool presented in this paper provides an automatic testing process that can be

applied to any Android application without manually building an oracle. In order to do this, the
iMPAcT tool automatically explores the application while trying to identify recurring behavior,
i.e., UI Patterns. These patterns are defined in a catalog and are associated to a set of Test Patterns,
which indicate how the UI Pattern should be tested once it is detected. At the end, the tool produces
a report containing the execution traces and the list of UI Patterns that lead to failures. It also builds
a FSM that represents the exploration of the application in which it is possible to identify the paths
that led to failures in order to ease their reproduction.
The main advantages of this approach are: 1) it does not require any manual effort being a full

automatic process; 2) it does not require access to the source code of the application; 3) the catalog
of patterns can be applied to any Android application and can be extended/improved by adding
new patterns.

As future work we intend to further improve the exploration algorithm to reduce its randomness
and to further improve the results’ report. Also, at this point in time, and considering the gestures
mentioned in 9, we are just simulating the onTouchEvent (with the click and the check) and the
onLongPress (with long click). We aim to extend the user gestures’ coverage in the future. Finally,
the construction of the catalog of patterns is always an ongoing work.
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