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Abstract

Network operators have been reluctant to deploy IP mul-
ticast services mainly due to the lack of native control
over multicast groups. This lack of control does not only
prevent operators from generating revenue from multicast-
based services but also hinders regular network manage-
ment. In this work we identified the network elements where
admission control should be enforced for multicast session
spawning over heterogeneous access networks.

The architecture proposed uses existing AAA functional-
ity to perform user identification and multicast session ad-
mission control. This control is made at the network layer
with no protocol modifications. Three access networks were
considered: xDSL, WiMAX and UMTS.

1. Introduction

IP multicast [6] is an IP packet forwarding technique by
which a data stream is delivered simultaneously to a group
of users. This is achieved by replicating packets where the
path to the group of receivers diverges.

The scalability and bandwidth savings of IP multicast
makes it a network technology very attractive to network
operators. However, the deployment of IP multicast-based
services has been limited in scope. Operators already of-
fer services such as IPTV to their customers, but customers

are still unable to be the source of multicast trees, and more
dynamic multicast services are not offered. One of the rea-
sons behind this limited adoption is the lack of control net-
work operators have over multicast groups [7]. IP multi-
cast has an open group architecture, where any user is free
to receive or transmit data from/to a multicast group. Al-
though this grants high scalability to multicast based ser-
vices, this openness raises problems for network operators
such as access control and traffic accounting. From the op-
erators point of view, AAA multicast capabilities are essen-
tial and they must be associated to IP multicast-based ser-
vices, so that functions such as accounting, billing or regu-
lar network management may take place.

Some degree of control over IP multicast groups can be
achieved with end-to-end encryption of IP multicast data or
IP multicast session access control [16]. While the first so-
lution protects multicast data from unauthorized access and
potential eavesdroppers, its use implies high system com-
plexity, such as creation and distribution of encryption keys,
and custom software. It does not also prevent a user from
joining a group to which he does not have access to, thus
causing the unnecessary extension of the multicast distri-
bution tree, which results in wasted bandwidth and wasted
computer power. IP multicast session access control, on the
other hand, enables network operators to manage IP multi-
cast at a network level by performing access control at the
edge-router. Since the edge-router is where IGMP [3] mes-
sages are processed, operators are able to identify group ac-



Figure 1. Reference network scenario

cess requests and multicast transmissions; this enables net-
work operators to specify which multicast streams a user
can send data to or receive data from.

The remainder of this paper is structured as follows:
Chapter 2 presents the reference scenario and current multi-
cast support on relevant access networks; Chapter 3 presents
the related work; Chapter 4 presents the proposed solu-
tion; Chapter 5 presents the experimental results; Chapter
6 draws the conclusions of this work.

2. Multicast in Access Networks

Multicast support plays an important role in Next Gener-
ation Networks (NGNs). Applications such as video broad-
casting, streaming, on-line games, may benefit from using
IP multicast.

The evolution of access networks towards an all-IP net-
work model demands a unified multicast AAA architec-
ture. Figure 1 illustrates the reference network, and the re-
lated network elements this paper focused on. Three access
networks were considered: xDSL, WiMAX (802.16d) and
UMTS. These networks are interconnected by an IP net-
work and served by a common AAA infrastructure.

2.1. xDSL

The xDSL architecture [5] and respective network el-
ements are shown in Figure 2. The Broadband Network
Gateway (BNG) is the IGMP router; its roles are to receive
and process IGMP messages and to forward multicast pack-
ets. The BNG is also the Network Access Server (NAS)
where users authenticate themselves during network attach-
ment.

In xDSL networks, the connections are typically PP-
PoE being the connection endpoints the Customer Premises

Figure 2. xDSL network architecture

Equipment (CPE) and the BNG. These connections are re-
quired for user authentication and authorization during net-
work attachment. The point-to-point nature of these con-
nections implies that the multicast packet replication is per-
formed at the BNG. Although this provides a central point
for multicast management, it leads to data redundancy in
the aggregation network - multicast packets are replicated
on a per PPPoE connection basis, even if the path through
the aggregation network is shared by two or more group
members. This effectively nullifies the bandwidth savings
offered by multicast.

Optimized multicast in xDSL, where all network ele-
ments would perform multicast packet replication, requires
a migration to Ethernet aggregation and the use of IPoE
for multicast data. Additionally, layer 2 equipments such
as DSLAMs and switches, should either perform IGMP
snooping [4] or function as IGMP proxies [8]. Consider-
ing that PPPoE still continues to be used for authentication
purposes, optimized xDSL multicast demands the establish-
ment of two network connections: one for typical Internet
access (PPPoE), and another for multicast services (IPoE).
IGMP messages can be sent through both connections or
just through the IPoE connection. When sent through both,
the BNG can monitor individual members by correlating
IGMP messages with the PPPoE connection from which
they were received. When IGMP messages are only sent
through the IPoE connection, the BNG may be able to track
individual members depending on whether the DSLAM
performs IGMP snooping or behaves as an IGMP proxy.
IGMP snooping at the DSLAM enables the BNG to iden-
tify individual members based on the packets IP or MAC
addresses. IGMP proxy, however, prevents BNG from iden-
tifying individual group members since the DSLAM, which
in this case generates the IGMP messages, would act as an
IGMP router for users and as an IGMP client for the BNG.

2.2. WiMAX

WiMAX network architecture [23] is depicted in Fig-
ure 2. Before packets can be transmitted, an IEEE 802.16
transport connection must be created between a Base Sta-
tion (BS) and a Subscriber Station (SS). These connections
are identified by a 16-bit Connection ID (CID) number, and
by a layer 2 tunnel between the BS and Access Service Net-
work Gateway (ASN-GW). In WiMAX the role of IGMP



Figure 3. WiMAX network architecture

Figure 4. UMTS/MBMS network architecture

router falls upon the ASN-GW network element, which is
also responsible for client AAA.

Upstream connections (SS to ASN-GW) are exclusively
point-to-point. Downstream connections can be used to
transmit data to a group of SSs (under the same BS), us-
ing multicast CIDs (mCIDs). Multicast CIDs are therefore
suited for IP Multicast data transmission. This solution re-
quires the establishment and management of mCIDs and
their associations with IP multicast-based services. These
management mechanisms and related protocols are still
under development by the WiMAX Forums Networking
Group. There are some unresolved issues with the use of
mCID [11][15], namely the reduced transmission efficiency
of mCIDs for small multicast groups, the missing support
for unidirectional broadcast channels, and the existence of
additional security threats associated with broadcast chan-
nels in a power-conservative wireless system.

2.3. UMTS

UMTS networks, since Release 99, have support for IP
multicast. The IGMP router role is performed by the GGSN
[2]. IP multicast packet transmission inside the UMTS net-
work is performed over point-to-point tunnels (from the
GGSN to the UE), thus no sharing gains are achieved.
In Release 6, the Multimedia Broadcast/Multicast Service
(MBMS) [1] was introduced with the purpose of support-
ing native multicast transport connections within the UMTS
network (see Figure 2).

MBMS adds a new network element to the UMTS net-
work, the BM-SC (Broadcast/Multicast Service Center),
which is the central point for MBMS management deci-

sions. Its functions include MBMS multicast session an-
nouncements, user authentication and authorization, and
signaling. In order to support MBMS services all UMTS
network elements require additional functionality.

MBMS multicast data distribution is designed only for
downstream connections (from the BM-SC to the UE); any
upstream multicast traffic must go to the GGSN and then
forwarded to the intended recipients. Multicast group join-
ing and leaving is carried out through IGMP messages and
multicast groups are represented by IPv4 class D addresses.
MBMS is designed for IP multicast interoperability. How-
ever, the interface that connects the BM-SC to external
Packet Data Networks (PDNs) is not yet specified in the
latest 3GPP release. Therefore, MBMS services are limited
to a single UMTS network.

3. Related Work

Research proposals regarding AAA in IP multicast typ-
ically follow one of two approaches: the modification of
IGMP/MLD signaling or the introduction of intermediate
control layer between IP and IGMP processing.

The first approach requires the modification of multicasts
group management protocols (IGMP and/or MLD) in or-
der to carry user authentication information. In [13] and
[14], the authors modify IGMPv3 to contain user creden-
tials or digital certificates. The architecture detailed in[10]
makes use of a previous IGMPv2 modification proposal
[12]. These solutions follow the general AAA architecture
as defined in [19] but applied to multicast sessions, mean-
ing that the Network Access Server (NAS), upon receiving
a IGMP join request, uses the authentication information
contained within the IGMP packet to send an authorization
request to an AAA server in order to verify the users rights
to access the intended IP multicast stream.

The second approach consists in introducing an inter-
mediate control layer between IP and IGMP processing.
An example of this type of solution is presented in [18],
where the authors propose a new communication protocol
referred to as Multicast Control Protocol (MCOP), used to
exchange messages between the edge router and the Multi-
cast Controlling Agent (MCA). The MCA is responsible for
multicast sessions access validation based on IP addresses
within the IP/IGMP packets. This type of solution still re-
quires some changes to network equipments to add mul-
ticast AAA. Since no protocol modification is required, it
should be easier to implement it than solutions demanding
IGMP modifications.

In [17] the authors suggest a portal-based system where a
user, in order to receive a multicast stream, would authenti-
cate himself on a web portal and then, after a successful au-
thentication, an entity called NetWrapper would configure
the edge device to enable multicast distribution. No men-



Figure 5. IP Multicast access control process

tion is made on how IGMP messages fit in their scheme
or how would the portal retrieve information regarding the
edge device associated with the request.

Work related to IP multicast AAA is also being carried
out within the IETF MBONE workgroup. In [9] the require-
ments for multicast AAA (including QoS related issues) are
undergoing specification, and in [21] a general multicast
AAA framework is being designed to address similar re-
quirements.

4. Proposed Solution

The solution proposed in this paper, for sender and re-
ceiver multicast access control, is shown in Figure 5. It
consists of a new functional block, the Multicast Controller
(MC), which is added to existing access nodes. The MC
is responsible for the detection of multicast sessions, be
it an IGMP packet (receiver control) or a multicast data
stream (sender control), and the subsequent authorization
request to an AAA server. The authorization requests sent
by MC (RADIUS or DIAMETER messages) contain the
user and multicast session identifiers that are obtained from
the available network information at the access node (e.g.
IP address, and line ID). Upon a successful authorization,
the IGMP packet (receivers case), or the multicast stream
(senders case), is processed normally by the access node.
In case of an unauthorized access, the packets are discarded
before they reach the IP layer at the access node.

Received Packet Multicast Session IDs
IGMPv1/v2 SA, GDA

IGMPv3 SA, GDA, GSA
UDP multicast SA, DA

Table 1. Multicast session IDs source

In order to exert sender and receiver multicast IP con-
trol at the access node, the MC must be able to uniquely
identify the multicast session and authenticate its user. Ta-
ble 1 summarizes the multicast session identifiers adopted,
which are obtained directly from multicast IP packets. A
members session can be identified in one of two ways, de-
pending on whether IGMPv1/v2 or IGMPv3 is used. In the
case of IGMPv1/v2, the members session is identified by
the users IP Source Address (SA) and the Group Destina-
tion Address (GDA). In case of IGMPv3, along with the SA
and GDA, a third identifier is also used, the Group Source
Address (GSA). The SA is the users IP address; the GDA is
the groups IP address the user wants to join or is currently
a member of; the GSA is the IP address of the multicast
groups source.

In the access networks considered, a successful network
attachment is subjected to a valid user authentication. This
process allows network operators to register network pa-
rameters associated with each connection, such as the users
IP address. Since these network parameters are available
to the access node, it enables this network element to iden-
tify a previously authenticated user. In order for the AAA
server to determine whether a user can access a certain mul-
ticast group, or can transmit packets, it must have access to
the multicast profile associated with this user. This profile
contains the users information pertaining IP multicast data
transmission and reception rights.

To improve the overall system performance and mini-
mize authorization requests, the MC should keep a tempo-
rary white list of previously authorized multicast sessions,
and translate that list into access control rules. In this way,
packets belonging to previously authorized sessions are im-
mediately accepted, eliminating the delay associated with
the inclusion of the MCs functionality at the access node.
This is especially critical for multicast sources, where the
multicast stream can have a high bit rate and any delay can
have a direct influence in the video stream quality. The same
principle applies for keeping a blacklist of recently unautho-
rized multicast sessions.

In Figure 5 we assume that the last multicast replication
point is the access node. However, in case of L2 multicast
replication, multicast forwarding must also be controlledat
the last replication point. Either directly, by implementing
a MC for L2 multicast, or indirectly by means of a level 2
control protocol, such as those defined in [20] and [22].



Figure 6. Prototype’s functional architecture

5. Experimental Results

In order to verify the basic functionalities of the pro-
posed solution, a prototype MC daemon was developed and
implemented in a testbed consisting of 3 computers (Fig-
ure 6). One computer acted both as Access Node/Router
(AR) and AAA server. The other two acted as users ma-
chines, each having a different connection type, PPPoE and
802.1X. The main functionalities identified were the follow-
ing: user authentication; detection of join/leave messages;
detection of multicast source transmission; multicast autho-
rization permission checks; and unauthorized multicast traf-
fic filtering.

Tests were executed to verify both the behavior and
the performance of the MC. The first type of tests fo-
cused on the functional validation of the proposed solu-
tion, which included the system basic connectivity and
the MCs behavior in the following use cases: autho-
rized/unauthorized group join request; multicast transmis-
sion to an authorized/unauthorized multicast group; and
unauthorize a source/member after transmission/reception
has already begun.

In these tests one user acted as a source and the other as
the receiver (group member). All the tests were successfully
concluded, meaning that users were correctly authenticated
on network attachment, and only when their respective ac-
cess permissions allowed them they could access or transmit
multicast content.

The second type of tests aimed at evaluating the perfor-
mance of the proposed solution. In this case, the two users
repeatedly sent IGMP join requests, at the highest rate pos-
sible, towards the AR. Small modifications were made to
the MC so it would always process the join request. The
MCs maximum processing rate was 1250 IGMP requests
per second.

6. Conclusions

In this paper we identified the network elements where
multicast receiver and sender admission control can be en-
forced, when considering multicast session spawning over
heterogeneous access networks, namely, xDSL, WiMAX
and UMTS. A prototype of the proposed solution was de-
veloped and functional and performance tests were carried
out.

The proposed solution functions at the IP network layer,
which makes it adaptable to all access networks considered.
However, if L2 multicast replication exists, then the con-
trol over the last multicast replication point should also be
implemented. Furthermore, some limitations exist, which
are related to the various network architectures. In xDSL or
WiMAX, a single connection can represent several users,
which implies that the access control is performed on a per
connection basis and not on a per user basis. In UMTS net-
works there are two possible scenarios, one with MBMS
and another with typical IP Multicast. With the latter no
sharing gains are obtained but the proposed solution can be
fully supported. With MBMS, although multicast control is
achieved, no users as multicast sources are supported.

The solution proposed in this paper does not require
changes to user equipment or multicast protocols which fa-
cilitates the introduction of controlled IP multicast.
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