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Abstract 
 
This paper describes a simple network monitoring system capable of capturing packet infor-
mation and identifying mobile IPv6 flows. The mechanism devised to detect flow mobility is 
the key contribution of this paper.  

 
 

1 Introduction  
 
The emergence of 4th Generation commu-
nication scenarios, or Systems Behind 3rd 
Generation, is forcing a new class of ac-
cess networks to appear. This class of net-
works, possibly based on IPv6, will pro-
vide access to mobile and wireless termi-
nals, and will support a diversity of layer 2 
networks, that include 802.11, GPRS, 
UMTS, and Bluetooth. The provisioning of 
real time services over IP will force these 
networks to support QoS. The wireless ac-
cess will also force them to adopt new se-
curity, authorisation and accounting 
mechanisms. 
 
The study and characterisation of these ac-
cess networks demand new traffic monitor-
ing tools. Existing tools, such as NET-
FLOW [19], monitor and sample traffic in 
selected network elements, and character-
ise it as flows. However, these tools are 
usually oriented to core networks, and lack 
the functionalities required to represent 
mobility properties and wireless aspects.  
 
This paper presents results obtained in a 
final course project. The main objective of 
this project is to understand the character-
istics of new test tools, capable of monitor-
ing flows in IPv6 access networks support-
ing mobile terminals. A simple but repre-
sentative network was first laid out and 

configured, supporting Mobile IPv6 over 
802.11b. Using this configuration, a simple 
monitoring system was designed. It cap-
tures packet information, identifies flows, 
and is starting to incorporate concepts re-
lated to the mobility of terminals and 
flows. 
 
The paper is organised in 6 sections. Sec. 2 
introduces IPv6. Sec. 3 describes Mobile 
IPv6. Sec. 4 addresses wireless LANs. Sec. 
5 introduces the architecture of the imple-
mented monitoring system and describes 
the testbed used to perform the experi-
ences. Finally, Sec. 6 concludes the paper. 

2 The IP Next Generation 
 
IPv4 uses 32 bit addresses, allowing for 4 
billion addresses. But given its address as-
signment inefficiency and the rising num-
ber of internet users, IPv4 is suffering from 
growing address space exhaustion [14]. 
 
In July 1992, the IETF started to work on a 
new proposal for the next-generation IP, 
(IPv6) [3]. The recommendation has al-
ready been issued [5], and several other 
related [6], [9] have subsequently been de-
veloped. 

2.1 Addressing architecture 
IPv6 uses 128-bit addresses, which allow 
for far more addresses than IPv4, and have 
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a hexadecimal notation with 2 “nibble” (16 
bits) colon separator, such as: 

1282 -1 =  
ffff : ffff : ffff : ffff : ffff : ffff : ffff : ffff
 
For easy address representation, 16 bit 
blocks containing only zeroes can be re-
placed with “::”[8]. IPv6 defines unicast, 
multicast, and anycast addresses[6]. 
 
An unicast address is assigned to a net-
work interface, and it can be of 4 types: 1) 
loopback, ::1/128; 2) link-local, that is lo-
cal to a link and not passing the routers; 3) 
site-local, that is local to a network, passes 
local routers, and can be used to subnet the 
local network; 4) global, for addressing an 
host globally. 
 
An anycast address identifies a set of inter-
faces, and allows finding a sort of nearest 
machine (router, DNS server, or DHCP 
server).  A multicast address is used to rep-
resent a group of interfaces, all of them 
receiving the packet. 
 
In most of the address types, the lower 64 
bits of an address represent the host part. 
The host part can be auto configured by 
IPv6 that, using the IEEE EUI-64 method 
[6], converts the network interface MAC 
address into a unique address. 

2.2 The IPv6 packet 
 

The IPv6 packet has a 
fixed size header, which 
may be complemented by 
a set of extension head-
ers:  Hop-by-hop options, 
Routing, Fragment, Au-
thentication, ESP, Desti-
nation options, and mo-
bility (not yet standard-
ised) [14]. To accelerate 
router processing of IPv6 
packets, extensions head-
ers are included in each 
packet in the order indi-
cated, according to the 
required communication 
functionalities. 

2.3 IPv6 advantages and costs 
When compared to IPv4, the IPv6 protocol 
expands the address space to meet future 
addressing requirements, and speeds up 
router processing and forwarding. By ena-
bling flow labelling, it also eases the sup-
port of QoS and traffic engineering. The 
auto-configuration mechanism [10], en-
ables an host to plug a network and start 
working immediately. 
 
The IPv6’s main problem is its deployment 
affordability. However, the increasing 
costs of maintaining IPv4 using tricks such 
as NAT and DHCP, may help IPv6 over-
come this problem [11]. 

3 Mobile IPv6 
 
The Mobile Internet Protocol v6 (MIPv6) 
is a new IPv6 standard emerging at IETF 
[13]. It enables terminals to roam transpar-
ently between networks, wired or wireless, 
without disrupting their connections.  
  
A host machine may have some active 
TCP connections associated to its IP ad-
dress (home address). When moving from 
its home network to a foreign network, the 
terminal has to obtain a new address from 
the visited network - the Care-Of-Address 
(COA) – but also maintaining its home ad-
dress, so that the active TCP sessions may 
continue alive. 
 
Mobile IPv6 addresses mobility as a rout-
ing problem. This protocol is characterised 
by: 1) a new extension header, the Mobil-
ity Header, used for binding cache man-
agement; 2) the concept of route optimisa-
tion, supported by the Routing Header; 3) 
new ICMP messages (e.g. Router Adver-
tisements used to inform the moving ter-
minal about networks and gateways); 4) a 
new IPv6 Destination option – the Home 
Address Option, 5) a new Mobility Header, 
carrying messages like Binding Updates / 
Acknowledgments, used to inform other 
nodes of the Mobile Node’s Care-of Ad-
dresses. 
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There are three types of network elements 
defined in MIPv6: 1) the Mobile Node 
(MN); 2) the Home Agent (HA), that 
represents the MN when it has roamed; 3) 
the Correspondent Node (CN), that sym-
bolizes generic IPv6 aware hosts. 
 
When a MN links to a foreign network it 
must get an address from this network. 
MIPv6 provides a Neighbour Discovery 
mechanism [9] that enables the MN to lis-
ten to the Router Advertisement messages 
issued by a router in the visited network 
and by auto-configuring a new COA from 
the visited network. 
 
The COA enables the MN to communicate 
with the Internet. In order to avoid loosing 
the active TCP connections, but also to re-
ceive data sent to its home network, the 
MN sends a Binding Update message to its 
HA, which sets a tunnel to the MN. This 
tunnel is used to relay the packets received 
at the home network to the MN. 
 

 
Figure 1 - Tunnel setup between the Mobile 

Node and the Home Agent. 

 
In order to improve routing efficiency, the 
MN also registers its current COA with the 
CN. Afterwards, the CN starts to commu-
nicate directly with the MN using the 
COA, and appending a new Routing 
Header to IPv6 packets. When the MN re-
ceives a packet addressed to the COA, it 
inspects the Routing Header, and forwards 
the packet to the next Hop that, in this 

case, is its home address. Thus, the MN 
simply loops back the packet. Packet tun-
nelling (HA-MN) is only used before the 
CN gets the “binding” for the MN. 

4 Wireless LANs 
 
Wireless Local Area Networks (WLANs) 
are generally confined to restricted areas 
and provide high speed data connectivity 
to wireless terminals. The most popular 
standard for WLANs is IEEE 802.11 [15] 
enabling 2 network configurations: ad-hoc 
and structured. 
 
In ad-hoc mode there is no structure at all. 
Stations select a communication channel, 
associate themselves with a Basic Service 
Set (BSS) and talk directly with hosts in 
the same BSS. 
 
In structured mode, a wired structure inter-
connects a set of transceivers, called Ac-
cess Points (APs), that controls the com-
munication between wireless nodes. A 
BSS consists of a set of Mobile nodes us-
ing the same Access Point and under the 
same radio coverage. 
 
IEEE 802.11 regulates communication at 
MAC and Physical layers. Interaction with 
other type of networks is possible by 
bridging the networks [17]. Figure 2 illus-
trates this situation for a wired IEEE 802.3 
network [18].  
 

 
Figure 2 - Interface between wireless 802.11b 

and wired 802.3 networks, with 
MIPv6. 
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5 Monitoring Architecture 
 
The architecture of the envisaged and im-
plemented monitoring system is distrib-
uted, software based, and capable of being 
integrated in generic access network to-
pologies. It assumes also that packet cap-
turing and sampling may be performed at 
any IP network element (edge router, in-
ternal router, and even mobile nodes). It 
consists of two types of components – the 
Sampler and the Collector. 
 
The Sampler is the entity in charge of 
gathering information about the traffic 
traversing a network element. It captures 
and filters the packets exchanged through 
network interfaces, and stores relevant in-
formation about these packets in a table.  
 
The Collector is a central unit in charge of 
processing the information gathered and 
regularly flushed by the samplers. 
 
Access network traffic is modelled as 
flows. A traditional packet flow describes 
a set of packets observed close in time and 
having a set of common characteristics 
such as addresses and, sometimes, protocol 
and ports. A Mobile IPv6 flow inherits 
these characteristics, and it is characterised 
by (1) source IPv6 address, always an 
home network address, (2) destination ad-
dress, also an home network address, (3) 
source port, (4) destination port, and (5) 
protocol (e.g., TCP, UDP, IPIP). Packets 
having the same values for these fields, 
and close in time, are classified as belong-
ing to the same flow. The flow label field 
can, in alternative, be also used. 
 
The information registered by the Sampler 
for each packet depends on the measure-
ments. At least, the packet length and the 
time stamp are registered. Care-of-
Address, QoS related parameters, TCP 
flags or sequence numbers, are examples 
of other values to register. This informa-
tion may be used not only to reason about 
mobility but also about Quality of Service 
and network performance.  

 
Each sampler forms, in real-time, a flow 
table with packet information which it 
flushes regularly to the collector. The col-
lector receives these tables from samplers 
and builds a new structure, where all the 
flow and packet information available are 
merged. The result is a global view of the 
network, organized by flows or aggregated 
flows. 
 
Figure 3 shows a network configuration in 
which this monitoring system can be used. 
The wireless edge routers provide access to 
mobile terminals. All the routers, internal 
and edge, have a sampler installed. Al-
though not required, mobile terminals may 
also have a sampler installed. 

 
Figure 3 - Sample network configuration and 
tests architecture. 

 

5.1 Flow mobility tracking 
The new concept introduced by this project 
is flow mobility tracking. A mobile flow 
may traverse, during its life, a set of router 
sequences. 
 
In order to track a flow when one (or two) 
of its extremities moves, the Collector 
permanently needs information from the 
routers. It must also be aware of Care-of-
Addresses and sampler/interfaces. In the 
Collector, however, a flow is always iden-
tified by the IP addresses (source or desti-
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nation) of the mobile node in its home net-
work.  
 
Samplers parse IPv6 packets looking for 
two extension headers: the type 2 Routing 
Header, and Destination Options Header. 
The type 2 Routing Header, when present, 
carries out the home address of the mobile 
node. The Destination Options Header car-
ries (1) the home address of the mobile 
node, if the current destination address of 
the packet is not the Sampler address, or 
(2) the COA of the mobile node, if the cur-
rent destination address of the packet is the 
Sampler address.  
 

5.2 Sampler - Collector 
communication 

 
Figure 4 - NetFlow 9 based packet format. 

Samplers send flow information to collec-
tor using a Cisco IOS NetFlow 9 Flow Re-
cord Format [19]. This record, shown in 
Figure 4, consists of: 1) Sampler ID; 2) 
GenFlow Template, that describes the byte 
arrangement of the GenFlow data Flowset 
fields; 3) SpecFlow Template, that de-
scribes the byte arrangement of the 
SpecFlow data flowsets; 4) GenFlow data 
flowsets, that carry information about the 
Mobile IPv6 flow; 5) SpecFlow data 
flowsets, that provide information about 
the captured packets. 

 

5.3 State of the project  
Figure 5 shows the IPv6 testbed setup at 
the laboratory. The hosts in this testbed are 
based in Redhat Linux distribution and 
have the USAGI [4] 2.4.20 kernel version, 
which provides a reliable IPv6 implemen-
tation and includes MIPv6. The mobile 
node has a 2.4.20 MIPL [20] patched ker-
nel. The Collector is placed in a regular 
machine of the wired network. 
 

 
Figure 5 - IPv6 testbed for packet collecting and 
analysing. 

 
At the moment, this monitoring system is 
capable of detecting COAs, plotting flows 
in real-time, and draw them as typical arri-
val/service curves. These curves represent 
byte arrival/departure versus time, and are 
useful to visualise packet delays between 
network elements, as well as throughputs. 
Besides, the monitoring system can also 
plot handovers in a perceptible way. The 
main functionality of the Collector was 
already implemented and it is now possible 
to obtain graphs representing the flow be-
haviour, as captured by samplers.  
 
Figure 6 shows one of these graphs. It de-
picts a double handover, from the home 
network to a foreign network, and then 
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back to the home network again. The flat 
portions of the line (which are in fact sev-
eral overlapped lines, one for each sam-
pler/interface) represent the instants when 
the mobile node has roamed. 
 

 
Figure 6 - Accumulated packet sizes vs time 
from a single flow. 

 
Furthermore, a simple network analyser 
was also developed which, based on the 
information collected from the samplers, 
sketches the logical topology of the access 
network. The analyser is user interactive, 
supplying on-demand statistics and met-
rics, plotting and tracking flows as well as 
providing MN position detection. Figure 7 
gives the analyser overview. 
 

 

The Collector can also compute relevant 
metrics that enable the characterisation of 
the access network. These metrics address 
aspects related to mobility, connectivity, 
traffic characterisation and network 
performance. Examples are flow duration, 
packet delays, packet loss, and through-
puts.  
 

6 Conclusions 
 
This paper presents the preliminary results 
of a final course project. A simple but 
functionally representative access network 
supporting Mobile IPv6 over 802.11b has 
been installed. It uses 3 routers, 2 access 
points, and one mobile terminal. 
 
Using this testbed as case study, a system 
for monitoring mobile flows started to be 
developed. It consists of a set of samplers 
gathering packet information at IP network 
elements, and a collector that computes the 
information sent by samplers and repre-
sents it as arrival/departure curves. 
 
The mechanism used to identify moving 
flows uses the type 2 Routing Header and 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 7 - Logical topology of the network, drawn by the network analyser. 
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the Destination Options Header, also al-
lowing to track the current visited network. 
 
This simple architecture is now being 
evaluated. Based on this evaluation, new 
requirements will be defined so that, 
gradually, the tool can start to be used in 
the new IPv6 access networks supporting 
mobility. 
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